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2
BACKGROUND OF THE INVENTION

1. Field of Invention

The present invention relates generally to the field of
communications systems, and more particularly in one
exemplary aspect to controlling the distribution of user
access clients to devices.

2. Description of Related Technology

Access control is required for secure communication in
most prior art wireless radio communication systems. As an
example, one simple access control scheme might comprise:
(1) verifying the identity of a communicating party, and (ii)
granting a level of access commensurate with the verified
identity. Within the context of an exemplary cellular system
(e.g., Universal Mobile Telecommunications System
(UMTYS)), access control is governed by an access control
client, referred to as a Universal Subscriber Identity Module
(USIM) executing on a physical Universal Integrated Circuit
Card (UICC). The USIM access control client authenticates
the subscriber to the UMTS cellular network. After success-
ful authentication, the subscriber is allowed access to the
cellular network. As used hereinafter, the term “access
control client” refers generally to a logical entity, either
embodied within hardware or software, suited for control-
ling access of a first device to a network. Common examples
of access control clients include the aforementioned USIM,
CDMA Subscriber Identification Modules (CSIM), IP Mul-
timedia Services Identity Module (ISIM), Subscriber Iden-
tity Modules (SIM), Removable User Identity Modules
(RUIM), etc.

Traditionally, the USIM (or more generally “SIM”) per-
forms the well known Authentication and Key Agreement
(AKA) procedure, which verifies and decrypts the appli-
cable data and programs to ensure secure initialization.
Specifically, the USIM must both (i) successfully answer a
remote challenge to prove its identity to the network opera-
tor, and (ii) issue a challenge to verify the identity of the
network.

Prior art SIM operation allows a subscriber to change
between multiple different phones for a carrier network.
Specifically, the subscriber information (e.g., billing
account, phone number, etc.) is tied to the SIM card, not the
phone itself. However, in some business models, mobile
phones are heavily subsidized by the carrier; in order to
recoup the cost of the subsidy, the subscriber is “locked” to
the carrier for a minimum term.

Existing solutions have proven to be ineffective for pre-
venting illicit “breaking” of subsidy-locked devices; i.e.,
customers may hack the device software and disable the
subsidy lock. A high end phone that has been obtained or
purchased at subsidized value and broken can be illegally
resold at a profit. Consequently, a new black market has
arisen for “broken” high end phones which can be used with
any carrier.

Accordingly, new solutions are needed for enforcing
subsidy locking. Ideally, such solutions should prevent use
or activation of a device with an unauthorized user access
client. Moreover, the improved methods and apparatus ide-
ally would not rely on unsecured or lightly secured device
hardware or software (i.e., elements which can be broken).

SUMMARY OF THE INVENTION

The present invention addresses the foregoing needs by
providing, inter alia, apparatus and methods for controlling
the distribution of user access clients to devices.
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In one aspect of the present invention, a wireless appa-
ratus is disclosed. In one embodiment, the wireless appara-
tus comprises: a wireless interface; one or more processors;
and a secure element, comprising a secure processor and a
secure storage device in data communication with the secure
processor. The storage device includes computer-executable
instructions that are configured to, when executed by the
secure processor: receive an activation ticket, the activation
ticket comprising one or more unbreak records associated
with the one or more processors; verify the received acti-
vation ticket; and upon successful verification, enable at
least one processor of the one or more processors.

In a first variant of the apparatus, the one or more
processors comprise an application processor, and one or
more baseband processors. In one such variant, the verifi-
cation of the received activation ticket includes checking for
one or more unbreak records for the application processor,
and the baseband processor. In another such variant the
verification of the received activation ticket includes check-
ing for an unbreak record for the secure processor.

In a second variant, the activation ticket includes a digital
signature signed by a trusted signatory. In one such variant,
the verification of the received activation ticket includes
verifying the digital signature.

In a third variant of the apparatus, the wireless interface
is additionally configured to communicate with a cellular
network. In one such variant, the verification of the received
activation ticket includes checking the cellular network
identity. In an alternate variant, the secure element is further
configured to execute a user access control client. In one
such variant, the user access control client is an electronic
Subscriber Identity Module (eSIM), where the eSIM authen-
ticates the wireless apparatus to the cellular network.

In another aspect of the present invention, a secure
element is disclosed. In one exemplary embodiment, the
secure element includes: an interface to one or more pro-
cessing elements; a secure processor in sole communication
with a first and second secure storage element; wherein the
first secure storage element is configured to store at least one
access control client. The access control client includes a
first computer-executable instructions which, when executed
by the secure processor, authenticate the at least one access
control client to at least one cellular network. The second
secure storage element includes a second computer-execut-
able instructions that are configured for sole execution by
the secure processor, and which when executed by the secure
processor: verify an activation ticket; and upon successful
verification of the activation ticket, enable the first secure
storage element.

In one variant of the secure element, the second computer-
executable instructions additionally comprise instructions,
which when executed by the secure processor enables the
one or more processing elements.

In some variants, the activation ticket includes one or
more unbreak records for at least the secure processor.
Alternately, the activation ticket includes a digital signature
signed by a trusted signatory.

In yet other variants of the secure element, the activation
ticket further includes one or more operational limitations.
In one such variant one operational limitation allows or
restricts one or more cellular networks. In another such
variant, one operational limitation enables only a subset of
the one or more processing elements.

In a third aspect of the present invention, a method for
enforcing security for a cellular device is disclosed. In one
embodiment, the method includes: receiving an activation
ticket, the activation ticket comprising one or more unbreak
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records, each unbreak record specific to one or more pro-
cessing elements of the cellular device; verifying an activa-
tion ticket; and if the activation ticket is successfully veri-
fied, enabling the one or more processing elements; wherein
the verification of the activation ticket is performed by a
secure element of the cellular device.

In one variant of the method, the method additionally
includes transmitting a request for the activation ticket from
a mobile services application, the mobile services applica-
tion in communication with an activation service. For
example, in one such variant, the mobile services application
is executing on a computer connected to the cellular device.
Alternately, the mobile services application is executing on
the cellular device.

In a second variant, the request includes one or more
unique identifiers associated with the one or more process-
ing elements. Alternately, the request includes a desired
cellular network. In another alternate, the request includes
one or more user information such as billing information.

In a third variant of the method, the verification includes
checking the activation ticket for one or more unbreak
records, wherein each unbreak record identifies at least one
processing element. In a fourth variant, the verification
includes checking the activation ticket for an unbreak record
for the secure processor. In yet a fifth variant, the verification
includes checking a digital signature signed by a trusted
signatory. In one such variant, the trusted signatory is the
activation service.

In a sixth variant, the method additionally requests one or
more user access control clients. In one such variant, the one
or more user access control clients are adapted to authenti-
cate the cellular device to a network.

In a fourth aspect of the invention, a system for control-
ling the distribution of user access clients to devices is
disclosed.

In a fifth aspect of the invention, a computer readable
apparatus is disclosed.

Further features of the present invention, its nature and
various advantages will be made apparent from the accom-
panying drawings and the following detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 graphically illustrates one exemplary Authentica-
tion and Key Agreement (AKA) procedure using a prior art
USIM.

FIG. 2 is a block diagram of an exemplary apparatus
useful for implementing the methods of the present inven-
tion.

FIG. 3 is a logical flow diagram illustrating one embodi-
ment of a method for controlling the distribution of user
access clients to devices according to the invention.

FIG. 4 is a logical flow diagram illustrating one embodi-
ment of a method for controlling the distribution of user
access clients to devices according to the invention.

All Figures © Copyright 2011 Apple Inc. All rights
reserved.

DETAILED DESCRIPTION OF THE
INVENTION

Reference is now made to the drawings wherein like
numbers refer to like parts throughout.
Overview

The present invention provides, inter alia, methods and
apparatus for controlling the distribution of user access
clients to devices. In one embodiment, an electronic or
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virtualized Universal Integrated Circuit Card (eUICC) can
only load an electronic Subscriber Identity Module (eSIM)
according to an activation ticket. The activation ticket
ensures that the eUICC can only use eSIMs appropriate to
specific authorized carriers. Unlike prior art methods which
enforce subsidy locking via software and hardware which
can be compromised (e.g., the application processor, the
baseband processor, etc.), the present invention enforces
subsidy locking via the secure eUICC.

In one embodiment, a mobile device composed of a
number of processing elements and a secure processor,
requires an activation ticket to unlock the processing ele-
ments. The activation ticket is verified by the secure pro-
cessor to enable or disable operation of the processing
elements. Unlike prior art schemes which verity the activa-
tion ticket with traditional application processors, the pres-
ent invention advantageously utilizes a secure element,
which for reasons described in greater detail hereinafter,
cannot be practically compromised.

Moreover, various aspects of the present invention
address new problems unique to “virtualized” access client
(e.g., eSIM) operation. Specifically, prior art UICC (smart
cards) were designed to be freely moved between mobile
devices; accordingly, the activation ticket could not depend
on the UICC being a fixed component of the mobile device.
In contrast, a permanently mounted secure element in com-
bination with the activation ticket of the present invention
can be used to e.g., enforce carrier locking, securely load
SIM personalities, etc.

Various aspects of the present invention are broadly
applicable to carrier locking, and have far reaching impli-
cations for business practices such as subsidation, unsubsi-
dized operation, etc.

Detailed Description of Exemplary Embodiments

Exemplary embodiments and aspects of the present inven-
tion are now described in detail. While these embodiments
and aspects are primarily discussed in the context of Sub-
scriber Identity Modules (SIMs) of a GSM, GPRS/EDGE, or
UMTS cellular network, it will be recognized by those of
ordinary skill that the present invention is not so limited. In
fact, the various aspects of the invention are useful in any
wireless network (whether cellular or otherwise) that can
benefit from controlling distribution of access clients to
devices.

It will also be recognized that while the term “subscriber
identity module” is used herein (e.g., eSIM), this term in no
way necessarily connotes or requires either (i) use by a
subscriber per se (i.e., the invention may be practiced by a
subscriber or non-subscriber); (ii) identity of a single indi-
vidual (i.e., the invention may be practiced on behalf of a
group of individuals such as a family, or intangible or
fictitious entity such as an enterprise); or (iii) any tangible
“module” equipment or hardware.

Prior Art Subscriber Identity Module (SIM) Operation

Within the context of prior art UMTS cellular networks,
a user equipment (UE) includes a mobile device and a
Universal Subscriber Identity Module (USIM). The USIM is
a logical software entity that is stored and executed from a
physical Universal Integrated Circuit Card (UICC). A vari-
ety of information is stored in the USIM such as subscriber
information, as well as the keys and algorithms used for
authentication with the network operator in order to obtain
wireless network services. The USIM software is based on
the Java Card™ programming language. Java Card is a
subset of the Java™ programming language that has been
modified for embedded “card” type devices (such as the
aforementioned UICC).
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Generally, UICCs are programmed with a USIM prior to
subscriber distribution; the pre-programming or “personal-
ization” is specific to each network operator. For example,
before deployment, the USIM is associated with an Inter-
national Mobile Subscriber Identify (IMSI), a unique Inte-
grated Circuit Card Identifier (ICC-ID) and a specific
authentication key (K). The network operator stores the
association in a registry contained within the network’s
Authentication Center (AuC). After personalization the
UICC can be distributed to subscribers. Referring now to
FIG. 1, one exemplary Authentication and Key Agreement
(AKA) procedure using the aforementioned prior art USIM
is illustrated in detail. During normal authentication proce-
dures, the UE acquires the International Mobile Subscriber
Identify (IMSI) from the USIM. The UE passes the IMSI to
the Serving Network (SN) of the network operator or the
visited core network. The SN forwards the authentication
request to the AuC of the Home Network (HN). The HN
compares the received IMSI with the AuC’s registry and
obtains the appropriate K. The HN generates a random
number (RAND) and signs it with K using an algorithm to
create the expected response (XRES). The HN further
generates a Cipher Key (CK) and an Integrity Key (IK) for
use in cipher and integrity protection as well as an Authen-
tication Token (AUTN) using various algorithms. The HN
sends an authentication vector, consisting of the RAND,
XRES, CK, and AUTN to the SN. The SN stores the
authentication vector only for use in a one-time authentica-
tion process. The SN passes the RAND and AUTN to the
UE.

Once the UE receives the RAND and AUTN, the USIM
verifies if the received AUTN is valid. If so, the UE uses the
received RAND to compute its own response (RES) using
the stored K and the same algorithm that generated the
XRES. The UE passes the RES back to the SN. The SN
compares the XRES to the received RES and if they match,
the SN authorizes the UE to use the operator’s wireless
network services.

Prior Art Carrier Locking

As a brief aside, when a prior art device initially powers
up, the device executes a “chain of trust” boot sequence. As
commonly used within the related arts, a chain of trust
requires that the device only boot from software that is
digitally signed. The signing authority will only sign boot
programs that enforce security. The booted software can
launch subsequent layers of software, where each layer is
checked for a valid digital signature. Subsequently launched
software can also launch additional layers of software,
provided the software has a valid digital signature. If any
constituent links have been maliciously modified the signa-
ture check will be invalid, and the launching software layer
will abort execution. The trustworthiness of each layer is
guaranteed by its antecedent layer, back to the original
trusted boot software (thus, the “chain of trust”).

Some solutions for carrier locking are based upon secure
launching of the device software, which is based on the
chain of trust. For example, as described in greater detail in
U.S. Patent Publication Number 2009/0181662 filed on Jan.
13, 2009, and entitled “POSTPONED CARRIER CON-
FIGURATION”, previously incorporated by reference in its
entirety, one exemplary system for activating a device with
a carrier network is based upon an “activation ticket”
transaction. When the user purchases a mobile device from
a network carrier, the SIM card associated with the carrier is
installed in or comes with the mobile device. The user can
activate the mobile device by, for example, connecting the
mobile device to an access device (such as a personal



US 9,450,759 B2

7

computer, etc.) to access a mobile services application (e.g.,
iTunes™), which links to an activation service (e.g., iTunes
Store™). An activation request is sent to the activation
service that includes both a unique identifier (e.g., an IMEI)
for the mobile device and one or more unique identifiers
(e.g., an ICC-ID and/or an IMSI) for the installed SIM card.

The activation service maintains a relational database or
registry of user information (e.g., ICC-ID, IMSI, etc.), and
any other information needed to verify the legitimacy of the
user. Using the database or registry, the activation service
verifies, for example, that a particular mobile device with a
particular IMEI with a particular SIM card was purchased by
a particular user on a particular date, and that a specified
carrier should be providing one or more services to the user,
and the activation date of those services.

If the activation request is valid, the activation service
then generates an activation ticket or record specific to the
mobile device, which is provided to the mobile device from
the mobile services application. The activation ticket or
record is used by the device software to complete the
activation process by, for example, verifying that the iden-
tifiers in the activation ticket or record match the identifiers
for the mobile device and the installed SIM card. Once the
activation is complete, the processors are enabled, allowing
the device to function normally.

If'the activation request is invalid (e.g., the registry of user
information does not match the information received in the
activation request from the mobile services application), the
activation service withholds the activation ticket, and the
processor(s) remain locked.

As previously alluded to, while the chain of trust works in
theory, the size and complexity of higher layer software
makes securing each subsequent layer exponentially more
difficult. In practical implementation, security weaknesses in
hardware and software of the devices are constantly being
discovered, and exploited for malicious use. In some cases,
a security hole at a high layer of software (e.g., software
applications) can be used to subvert lower layer operation
(e.g., boot sequence security checks). Once a device has
been compromised, the software can be modified to disable
the digital signature checks that evaluate and distinguish
authorized or unauthorized software. For example, one
common way to subvert existing carrier locking measures is
to alter or remove the existing activation ticket step, such
that the device no longer requires the activation ticket to
operate with the specified carrier.

Apparatus

Accordingly, in one aspect of the present invention, a
secure element of the device is additionally configured to
verify or check the activation ticket. For example, in one
embodiment, a virtualized UICC (eUICC) resident within
the mobile device independently verifies the activation
ticket. Unlike other processors of the mobile device (e.g.,
baseband processor, the application processor, etc.), the
eUICC boots from a secure filesystem, and advantageously
does not rely on a chain of trust for its operation (thereby
removing opportunities for such a chain of trust to be
exploited). Moreover, other processors are subjected to
frequent updates, and/or new software from any number of
third parties such as outside developers, whereas eUICC
software is developed by only a small pool of trusted
software developers, and carefully vetted.

Moreover, as previously noted, prior art solutions com-
prise a UICC (smart card) that can be freely moved between
mobile devices. Thus, prior art UICC implementations can-
not verify the activation ticket (as the activation ticket is
specific to the mobile device, not the UICC). In contrast,
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various embodiments of the present invention have a per-
manently mounted eUICC component so as to frustrate
removal from the mobile device. Hence, as described in
greater detail subsequently herein, the eUICC provides a
fixed secure element that is specific to the mobile device and
can be used to e.g., enforce carrier locking, securely load
SIM personalities, etc.

Referring now to FIG. 2, one exemplary apparatus 200
useful for implementing the methods of the present inven-
tion is illustrated. The exemplary apparatus 200 includes an
applications processor 202, a secure element 204, and one or
more wireless interfaces and associated baseband processors
206.

As shown, the application processor 202 may comprise a
digital signal processor, microprocessor, field-program-
mable gate array, or plurality of processing components
mounted on one or more substrates. The processing subsys-
tem may also comprise an internal cache memory. The
processing subsystem is connected to a memory subsystem
210 comprising memory which may for example, comprise
SRAM, flash and/or SDRAM components. The memory
subsystem may implement one or a more of DMA type
hardware, so as to facilitate data accesses as is well known
in the art. The memory subsystem contains computer-ex-
ecutable instructions which are executable by the processor
subsystem.

The secure element 204 includes a secure processor and
associated secure storage. The secure storage contains com-
puter-executable instructions which are executable by the
secure processor. In one such incarnation, the secure element
includes a virtualized Subscriber Identity Module operation,
as described in co-owned, co-pending U.S. Provisional
Patent Application Ser. Nos. 61/354,653 filed on Jun. 14,
2010 and entitled “METHODS FOR PROVISIONING
SUBSCRIBER IDENTITY DATA IN A WIRELESS NET-
WORK?”, 61/366,505 filed on Jul. 21, 2010 and entitled
“VIRTUAL SUBSCRIBER IDENTITY MODULE DIS-
TRIBUTION SYSTEM”, 61/407,858 filed on Oct. 28, 2010
and entitled “METHODS AND APPARATUS FOR
ACCESS CONTROL CLIENT ASSISTED ROAMING”,
61/407,861 filed on Oct. 28, 2010 and entitled “MANAGE-
MENT SYSTEMS FOR MULTIPLE ACCESS CONTROL
ENTITIES”, each previously incorporated by reference
herein in its entirety.

Unlike the other processors of the device, the secure
element is isolated from other software; in particular, the
secure element is permanently or semi-permanently config-
ured to execute a code base which is known to be secure. In
some variants, the secure code base cannot be modified. In
other variants, the secure code base can only be modified
under strict conditions (e.g., connection to a trusted party
such as the manufacturer, etc.)

The secure element includes a virtual or electronic entity
such as e.g., a software application, hereafter referred to as
an Electronic Universal Integrated Circuit Card (eUICC). In
one such variant, eUICC is capable of storing and managing
multiple SIM elements, referred hereafter as Electronic
Subscriber Identity Modules (eSIMs). Each eSIM is a soft-
ware emulation of a typical Subscriber Identity Module
(SIM), and contains analogous programming and user data
associated therewith. The eUICC selects an eSIM based
upon the eSIM’s ICC-ID, the selected eSIM enables the
authentication procedure required to obtain wireless net-
work services from the eSIM’s corresponding network
operator.

Moreover, it will be appreciated that eSIMs can be
configured to operate according to a wide range of standards
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including without limitation the aforementioned USIM,
CDMA Subscriber Identification Modules (CSIM), IP Mul-
timedia Services Identity Module (ISIM), Subscriber Iden-
tity Modules (SIM), Removable User Identity Modules
(RUIM), etc.

In one exemplary embodiment of the present invention,
the apparatus 200 comprises one or more wireless interfaces
and baseband processors 206 adapted to connect to one or
more wireless networks. The multiple wireless interfaces
may support different radio technologies such as GSM,
CDMA, UMTS, LTE/LTE-A, WiMAX, WLAN, Bluetooth,
etc. by implementing the appropriate antenna and modem
subsystems.

Additionally, in various embodiments, the apparatus 200
may comprise a user interface subsystem 212 including any
number of well-known /O including, without limitation: a
keypad, touch screen (e.g., multi-touch interface), LCD
display, backlight, speaker, and/or microphone. However, it
is recognized that in certain applications, one or more of
these components may be obviated. For example, PCMCIA
card-type client embodiments may lack a user interface (as
they could piggyback onto the user interface of the host
device to which they are physically and/or electrically
coupled).

The apparatus 200 may additionally comprise a network
connection 214 suitable for accessing a mobile services
application, such as for example the iTunes™ application
developed and maintained by the Assignee hereof, the
mobile services application being suitable for communicat-
ing with an activation service, such as the associated iTunes
Store™. The mobile services application may be further
adapted to complete or participate in activation ticket
requests. For example, in one exemplary embodiment, an
iTunes application running on a user’s personal computer is
configured to receive requests for activation; responsively,
the iTunes application may connect to the iTunes Store™,
and complete various aspects of the transaction (e.g., billing,
account management, etc.).

In some variants, the mobile application is configured to
receive and store activation tickets. Additionally, the mobile
application may be further configured to transmit authenti-
cation requests. The mobile application may additionally
comprise security measures, such as encryption, password
access, etc. For example, as described in co-owned U.S.
Provisional Patent Application No. 61/472,109 filed on Apr.
5, 2011 and entitled “APPARATUS AND METHODS FOR
STORING ELECTRONIC ACCESS CLIENTS” previously
incorporated by reference in its entirety, a mobile application
may include a database application for processing: (i)
requests to store an eSIM, (ii) requests for a new or currently
stored eSIM. The mobile application may also be respon-
sible for verifying requests to ensure that communication is
received from an entity authorized to make such a request.
In one exemplary embodiment, the mobile application asso-
ciates activation tickets with a user account, such that the
account can activate phones with the associated activation
tickets. For example, an iTunes account can be used to
purchase an activation ticket for a purchased (but not
activated) iPhone.

In alternate configurations, the apparatus 200 may directly
access the activation service directly. For example, a native
App Store™ application executed on the mobile device can
be configured to access the iTunes Store™. Similarly, the
native application may offer capabilities for storage, man-
agement, etc.

In one exemplary embodiment, the received activation
ticket is verified for authenticity by at least the secure
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element 204. In one such implementation, the activation
ticket includes a digital signature generated by a trusted
signatory (e.g., an activation service). The activation ticket
is encrypted via either an asymetric or symmetric cryptog-
raphy scheme.

As is known by those of ordinary skill in the crypto-
graphic arts, asymmetric key schemes use different keys to
encrypt and decrypt messages, thus the encrypter and
decrypter do not share the same key. Symmetric key
schemes utilize the same key (or trivially transformed keys)
for both encryption and decryption. The Rivest, Shamir and
Adleman (RSA) algorithm is one type of public/private key
pair cryptography that is commonly used, but it will be
recognized that the present invention is in no way limited to
the RSA algorithm. Public/private cryptography schemes
can be used to encrypt a message, and/or generate signa-
tures. Specifically, a message can be encrypted with a private
key, and decrypted with the public key, thereby assuring that
the message has not been altered in transit. Similarly, a
signature generated with the private key can be verified with
the public key, assuring that the entity generating the sig-
nature is legitimate. In both uses, the private key is kept
hidden, and the public key is freely distributed.

Yet other forms of verification and protection for the
activation ticket are further recognized by ones having
ordinary skill in the related arts given the present disclosure.
Other forms of cryptographic protection include, but are not
limited to, block ciphers, stream ciphers, cryptographic
hashes, etc.

An activation ticket may include a list of component
specific identifiers, a verification mechanism, and appropri-
ate formatting, etc. For example, one exemplary activation
ticket implementation includes (i) eUICC identifier specific
to the eUICC 204, (ii) a processor identifier specific to the
application processor 202, (iii) one or more baseband iden-
tifiers specific to the baseband processors 206, (iv) a digital
signature, and (v) a header indicating the issuer of the
signature, and possibly signing algorithm, etc.

In some embodiments, the activation ticket records are
configured to activate a specific component. For example,
the activation ticket records will “un-break” at least the
secure element 204. Additionally, the activation ticket may
also include records for either or both of the application
processor 202, and the baseband processor(s) 206. The
activation ticket may be configured as a combined record
(i.e., useful only for a combination of components). Alter-
nately, the activation ticket is configured as a series of
records for unbreaking the application processor and/or
baseband processor, executed by the secure element. In such
embodiments, the activation ticket includes records for
either or both of the application processor 202, and the one
or more baseband processors 206, which are verified and
executed by the secure element.

More generally, the activation ticket may be checked by
the secure element 204, where the secure element can enable
or disable other components of the apparatus 200; or alter-
nately, may be checked by each component individually,
each component enabling or disabling further operation for
itself.

In various other incarnations, the activation ticket enables
limited operation of the device. For example, the activation
ticket may enable, request and/or secure download of an
eSIM for storage within the eUICC secure element. There-
after, the eSIM can be used to procure access to the carrier
network.
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Methods

Referring now to FIG. 3, one embodiment of a method
300 for controlling the distribution of user access clients to
devices is shown and described. In one implementation of
the invention, a device can only be unlocked with an
activation ticket, where the activation ticket is verified by the
secure element of the device. The secure element is secure
from known practical attacks, and is not a removable fixture
(in contrast to prior art removable circuit cards, which
completely entrain the secure element, and were designed
for removal, replacement, etc.). Moreover, the secure ele-
ment is not issued an access client for a carrier network
unless the secure element has been successfully unlocked
with the activation ticket corresponding to the same carrier
network. The exemplary methods described herein ensure
that only access clients for networks assigned to the user
device (e.g., UE) can be downloaded and used by the secure
element.

Initially, a device is manufactured with a number of
processors, at least one of these processors comprising a
secure element (processor). Processor-specific information
is stored within a tracking database. The tracking database
may be maintained at the device manufacturer, or signatory
authority, or other designated entity. For example, in one
exemplary embodiment, a centralized database operated by
a trusted signatory (such as the Assignee hereof, or its
designated proxy), receives and maintains device manufac-
ture information.

The processor-specific information may further be orga-
nized in a set according to, e.g., device. In one variant, the
set may be further characterized as a tuple of N size (tuples
are ordered, and have a known number of elements). For
instance, a mobile device that is manufactured with a secure
element A, application processor B, and baseband processor
C, would be identified uniquely with the specific triplet {A,
B, C}. The set may include the unique identifier associated
with the secure element. In one exemplary embodiment, a
eUICC is uniquely identified by an eUICC identifier. Alter-
natively, the set may include information that is uniquely
directed to the secure element e.g., a hash, signature, etc.

Thereafter, the device is allocated to one or more carrier
networks. In certain business scenarios, this allocation can
be based on one or more distribution channels (e.g., a device
was sold to a customer from a network carrier kiosk, where
the carrier kiosk is associated with a particular network
carrier). Alternatively, this allocation can be based on busi-
ness arrangements between the network carrier and the
device manufacturer. For example, a specific carrier may
pay a premium to a device manufacturer to offer exclusive
service to a type of device.

In some cases, the device may be accepted with multiple
different network carriers (e.g., the carrier identification may
not be exclusionary of other carriers). Such embodiments
may be of particular use where devices are sold and distrib-
uted to carriers which may have multiple partners or coun-
terparts.

The set specific to the device is updated with the carrier
designation. For example, the aforementioned device iden-
tified with the specific triplet {A, B, C} is updated with the
allocated carrier network D; the resulting specific quadlet is
{A, B, C, D}.

At step 302 of the method 300, the device requests
activation. In one exemplary embodiment, the activation
request is sent via a mobile services application (e.g.,
iTunes™) running on the device, which links to an activa-
tion service (e.g., iTunes Store™). The activation request
includes information which matches, or can be trivially
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transformed to match, the set stored within the activation
service. In one exemplary embodiment, the device may
transmit an activation request comprising only a triplet {A,
B, C}; this may be useful where the device has not been
assigned a network carrier, or where the network carrier is
not an option (i.e., all carrier accepted, no carriers accepted).
For example, as described in U.S. Patent Publication Num-
ber 2009/0181662 entitled “POSTPONED CARRIER
CONFIGURATION”, previously incorporated herein, a
telecommunications carrier is determined during activation
of'a mobile device (e.g., based on distribution channel, etc.).

Furthermore, as described in greater detail hereinafter, the
mobile device may receive further operational restrictions as
a condition of activation. For example, a customer that has
purchased a device with a network subsidy may be further
limited to a specific telecommunications network (or a set of
telecommunications networks).

In alternate embodiments, the aforementioned user device
(e.g., smartphone) transmits an activation request compris-
ing the set {A, B, C, D} (i.e., specifying a desired telecom-
munications carrier) via one of its wireless links (which need
not necessarily be the same wireless link being activated for
service).

In one implementation, the activation service verifies that
the activation set is valid. Validity can be determined in
several ways, including but not limited to, one or more of (i)
a verification of a digital security measure (e.g., a digital
signature, key encryption, etc.), (ii) a verification of the
number, and information stored within the activation set,
(iii) a verification that the activation set is authorized, etc.
Additionally, the activation service may check to ensure that
the activation set has not already been registered.

Once successfully verified, the activation service provides
the mobile device with an activation ticket. The activation
ticket generally includes one or more “unbreak™ records
which are specific to a component of the device. In one such
embodiment, the unbreak record includes a shared secret
between the activation service and at least the secure ele-
ment 204 (e.g., determined at time of manufacture). The
unbreak record may additionally include additional secrets
for other processing elements, etc. if desired.

In one exemplary configuration, the unbreak record
includes a digital signature which can be verified by the
target component (e.g., secure element). Alternatively, the
unbreak record includes a response to a cryptographic
challenge. Still other unbreak record types may include
device-specific information, digital signatures, crypto-
graphic elements such as residues or hashes, etc.

Yet other schemes for ensuring validity of the activation
ticket will be appreciated by those having ordinary skill in
the related arts given the present disclosure.

At step 304 of the method 300, the secure element
resident within the device verifies the activation ticket.
Unlike prior art solutions which rely on a processor execut-
ing a software application launched from a chain of trusted
software, the secure element is a dedicated component
which executes a known and secure software base. In one
exemplary variant, the secure element is a secure processor
emulating a virtualized Universal Integrated Circuit Card
(UICCQ), referred to herein as an eUICC.

In some implementations, the activation ticket is inde-
pendently verified at least in part by the associated compo-
nents within the device which independently enable or
disable their internal operation based on the activation
ticket. For example, a baseband processor 206 of the device
may independently verify its own unbreak record of the
activation ticket. Alternatively, the activation ticket is veri-
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fied by the secure element, the secure element enabling or
disabling the associated components (e.g., baseband proces-
sor, application processor, etc.) based on the contents of the
activation ticket. It is further envisioned that some embodi-
ments of the present invention may only enable various
portions of the device, leaving other portions disabled. Such
selective enablement may be based on a variety of different
schemes, such as according to service or subscription pack-
ages (e.g., only the device components needed to support the
paid-for or subscribed services are enabled), network capa-
bilities or configuration (e.g., only those device components
which can be supported by extant network services or
capabilities are enabled), and so forth.

For example, multiple baseband processors may be resi-
dent within a device, but only a limited subset of those are
authorized for operation. Accordingly, a device manufac-
turer may make devices which are suitable for multiple
network technologies; however, the device-specific activa-
tion ticket need only contain unbreak records for the base-
band components necessary for use with the authorized
network carrier (e.g., via a “carrier profile”), with a particu-
lar user profile, with a particular use profile (e.g., “work™ or
“personal”), or the like.

If the activation ticket is invalid, then the secure element
can disable operation of the device, itself, or one or more
other components. The disabling operation may be config-
ured according to any number of different schemes, includ-
ing for example (i) being permanent (i.e., completely unre-
versible under any circumstance), (ii) completely
unreversible until one or more prescribed preconditions are
met (such as insertion of a factory authorized code, expira-
tion of a period of time, etc.), (iii) reversible as to only a
subset of the components and/or functions that were
attempted to be enabled using the invalid ticket), or (iv)
completely reversible, depending on the particular imple-
mentation.

Any number of techniques may be used for such disable-
ment consistent with the invention; common methods for
disabling device operation include overwriting or modifying
device software. For example, the secure element may delete
the application processor source code. Other methods for
disabling device operation may include tying components in
reset, or in permanent inoperation. In yet other variants, the
secure element may simply refuse to operate (which would
disable wireless operation, but which would leave the
remaining functionality of the device unaffected). In yet
other approaches, the device/component(s) is/are temporar-
ily disabled until they can be “unlocked” via entry of
appropriate security information.

At step 306 of the method, an appropriate user access
client in accordance with the activation ticket is down-
loaded, and enabled for the device. For example, as
described in greater detail in U.S. Provisional Patent Appli-
cation Ser. Nos. 61/354,653 filed on Jun. 14, 2010 and
entitted “METHODS FOR PROVISIONING SUB-
SCRIBER IDENTITY DATA IN A WIRELESS NET-
WORK?”, and 61/366,505 filed on Jul. 21, 2010 and entitled
“VIRTUAL SUBSCRIBER IDENTITY MODULE DIS-
TRIBUTION SYSTEM?”, each previously incorporated
herein by reference in its entirety, one such approach uses a
virtualized USIM (eSIM) that is downloaded to the secure
element (eUICC), enabling the mobile device to operate
with the associated network per the previously describe SIM
Authentication and Key Agreement (AKA) procedure,
although it will be recognized that other approaches may be
used with equal success.
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In one exemplary embodiment, the secure element
actively verifies that the user access client is acceptable. For
example, in one implementation, the secure element contin-
ues to monitor one or more operational restrictions imposed
as a condition of activation. For instance, a subsidized
device may verify that all downloaded eSIMs are acceptable
under the terms of use and/or device subsidy. Attempts to
load an invalid and/or non-allowed eSIM will be ignored
and/or flagged for further deterrence.

Example Operation

FIG. 4 illustrates one particular implementation of the
more generalized method 300 for activating a device
described above with respect to FIG. 3.

At step 402 of the method 400, a smartphone (e.g.,
iPhone™ distributed by the Assignee hereof) is manufac-
tured, and one or more device-specific identifiers and/or the
device-specific configuration associated with that specific
device is stored within a tracking database maintained by the
Assignee or its designated proxy.

At step 404, the smartphone is assigned to one or more
valid carriers or service providers. The assignment is based
on, inter alia, the relevant distribution channel (e.g., pur-
chased from a carrier owned/operated store or kiosk). The
tracking database is updated with the assigned one or more
valid carriers.

When the subscriber subsequently attempts to activate the
smartphone (step 406) via an online service or storefront,
such as e.g., the iTunes Store™ operated by the Assignee
hereof, the tracking database generates an activation ticket
per step 408. The generation of the activation ticket is in this
implementation made contingent upon the subscriber pro-
viding additional information, such as finalizing billing
information, etc. Various other schemes useful in postponed
activation of a device are described in U.S. Patent Publica-
tion Number 2009/0181662 filed on Jan. 13, 2009, and
entitled “POSTPONED CARRIER CONFIGURATION”,
previously incorporated by reference in its entirety.

The activation ticket includes a so-called “unbreaking
record” for the various components of the particular smart-
phone, as determined by the tracking database. In this
embodiment, only the tracking database has the manufac-
turing information; accordingly, only the tracking database
can generate the activation ticket, thereby adding an addi-
tional level of security. In this example, the unbreaking
record is generated for the device application processor, the
device baseband processor corresponding to the assigned
carrier network, and the device eUICC secure element.

At step 410, the smartphone receives the activation ticket
and extracts the unbreaking records. The unbreaking records
unlock the corresponding processors and secure element,
and thereafter the smartphone can start or resume normal
operation. For example, as shown at step 412, the device
eUICC downloads an eSIM for normal operation.
Business Considerations

Various aspects of the present invention may further be
used to implement or enforce new business models and or
strategies. Firstly, network operators can enforce existing
carrier subsidy locks with much greater success than through
use of prior art techniques. Presumably, better subsidy
locking capabilities are desirable, and worth a premium.
Hence, such improved subsidy locks can be offered to e.g.,
network operators (or even end users) as an incentive or for
additional consideration.

In addition, device manufacturers can manufacture the
same device for multiple network carriers, enforcing subsidy
lock at the activation service (rather than enforcing subsidy
lock at the device). Accordingly, network carriers can order
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devices on an as-needed basis (rather than in large inven-
tories which need to be carefully managed). The manufac-
ture of such “fungible” or universal devices also reduces
manufacturing and inventory management costs for the
device manufacturer or provider, since individual device-
specific manufacturing and inventory channels need not be
maintained.

Moreover, each carrier or service provider can fine-tune
their subsidy offerings (e.g., one year subsidy, two year
subsidy, non-subsidized, etc.) Network carriers will be able
to compete not only on the types of services offered, but also
on the length of service contracts, the types of contracts, etc.

Still further, various aspects of the present invention may
be used to enable better control over device security.
Devices which have been stolen or misplaced can be sent a
deactivation ticket that “bricks” the device or otherwise
disables the device or portions thereof. Such a service could
ensure that customer personal data (including that resident
on the device itself) remains inaccessible to would-be-
thieves or other surreptitious users.

It will be recognized that while certain aspects of the
invention are described in terms of a specific sequence of
steps of a method, these descriptions are only illustrative of
the broader methods of the invention, and may be modified
as required by the particular application. Certain steps may
be rendered unnecessary or optional under certain circum-
stances. Additionally, certain steps or functionality may be
added to the disclosed embodiments, or the order of perfor-
mance of two or more steps permuted. All such variations
are considered to be encompassed within the invention
disclosed and claimed herein.

While the above detailed description has shown,
described, and pointed out novel features of the invention as
applied to various embodiments, it will be understood that
various omissions, substitutions, and changes in the form
and details of the device or process illustrated may be made
by those skilled in the art without departing from the
invention. The foregoing description is of the best mode
presently contemplated of carrying out the invention. This
description is in no way meant to be limiting, but rather
should be taken as illustrative of the general principles of the
invention. The scope of the invention should be determined
with reference to the claims.

What is claimed is:

1. A wireless apparatus configured to selectively enable
and disable different components included in the wireless
apparatus, the wireless apparatus comprising:

a wireless interface; and

a secure element, wherein the secure element includes:

a first secure storage for storing user access control
clients that enable the wireless apparatus to access
wireless services via the wireless interface,

a processor, and

a second secure storage configured to store instructions
that, when executed by the processor, cause the
processor to carry out steps that include:
receiving an activation ticket from a manufacturer of

the wireless apparatus, wherein the activation

ticket includes at least one record, and each

record:

corresponds to a component included in the wire-
less apparatus,

includes a shared secret associated with the com-
ponent, and

indicates whether to enable or disable the compo-
nent; and

20

25

35

40

45

50

65

16

upon verifying the activation ticket:

downloading a user access control client,

storing the user access control client in the first
secure storage, and

for each record included in the activation ticket:
causing an enablement or a disablement of the
component in accordance with the record and in
response to a verification of the shared secret by
the component.

2. The wireless apparatus of claim 1, wherein the different
components included in the wireless apparatus are selected
from a group that includes: the first secure storage, an
application processor, and the wireless interface.

3. The wireless apparatus of claim 2, wherein the wireless
interface includes a first baseband processor and a second
baseband processor that is different from the first baseband
processor, and the group further includes: the first baseband
processor and the second baseband processor.

4. The wireless apparatus of claim 1, wherein the activa-
tion ticket includes a digital signature that is associated with
a trusted signatory entity.

5. The wireless apparatus of claim 4, wherein verifying
the activation ticket comprises verifying the digital signa-
ture.

6. The wireless apparatus of claim 1, wherein the wireless
interface is configured to communicate with a cellular
network, and the user access control client enables the
wireless apparatus to authenticate with the cellular network.

7. The wireless apparatus of claim 6, wherein the manu-
facturer is appointed as a manager of the wireless apparatus.

8. The wireless apparatus of claim 6, wherein the user
access control client comprises an electronic Subscriber
Identity Module (eSIM) that is specific to the cellular
network.

9. The wireless apparatus of claim 8, wherein each of the
activation ticket and the user access control client is received
via the wireless interface.

10. A hardware secure element included in a mobile
device, the hardware secure element comprising:

an interface to different components included in the
mobile device;

a secure processor;

a first secure storage configured to store at least one access
control client that enables the mobile device to access
services provided by a cellular network associated with
the at least one access control client; and

a second secure storage configured to store instructions
that, when executed by the secure processor, cause the
secure processor to carry out steps that include:
receiving an activation ticket that specifies at least one

limitation for operating the mobile device to be

enforced by the hardware secure element, wherein

the activation ticket includes at least one record, and

each record:

corresponds to a component of the different compo-
nents,

includes a shared secret associated with the compo-
nent, and

indicates whether to enable or disable the compo-
nent; and

upon verifying the activation ticket:

downloading a user access control client,

storing the user access control client in the first
secure storage, and



US 9,450,759 B2

17

for each record included in the activation ticket:
causing an enablement or a disablement of the
component in accordance with the record and in
response to a verification of the shared secret by
the component.

11. The hardware secure element of claim 10, wherein the
different components included in the mobile device are
selected from a group that includes: the first secure storage,
an application processor, and a wireless interface.

12. The hardware secure element of claim 11, wherein the
wireless interface includes a first baseband processor and a
second baseband processor that is different from the first
baseband processor, and the group further includes: the first
baseband processor and the second baseband processor.

13. The hardware secure element of claim 10, wherein the
activation ticket includes a digital signature that is associ-
ated with a trusted signatory entity.

14. The hardware secure element of claim 13, wherein
verifying the activation ticket comprises veritying the digital
signature.

15. The hardware secure element of claim 10, wherein the
at least one user access control client comprises an elec-
tronic Subscriber Identity Module (eSIM) that is specific to
the cellular network.

16. The hardware secure element of claim 10, wherein the
activation ticket is received in response to issuing, to the
cellular network, a request to register to access the services
provided by the cellular network.

17. A method for selectively enabling and disabling
different components included in a wireless device, the
method comprising:

at a secure element included the wireless device:

transmitting a request for an activation ticket in
response to a command issued by a mobile services
application, wherein the request includes informa-
tion associated with a user account of a user of the
wireless device;
receiving the activation ticket, wherein the activation
ticket includes at least one record, and each record:
corresponds to one of the different components
included in the wireless device,
includes a shared secret associated with the compo-
nent, and
indicates whether to enable or disable the compo-
nent; and
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upon verifying the activation ticket:
downloading a user access control client,
storing the user access control client in a first secure
storage included in the secure element, and
for each record included in the activation ticket:
causing an enablement or a disablement of the
component in accordance with the record and in
response to a verification of the shared secret by
the component.

18. The method of claim 17, wherein the mobile services
application executes on a computing device that is in data
communication with the wireless device.

19. The method of claim 17, wherein the mobile services
application executes on the wireless device.

20. The method of claim 17, wherein the request com-
prises one or more unique identifiers associated with the
wireless device.

21. The method of claim 17, wherein the wireless device
includes a wireless interface, and the request specifies a
cellular network.

22. The method of claim 17, wherein the information
comprises billing information associated with the user.

23. The method of claim 17, wherein the different com-
ponents included in the wireless device are selected from a
group that includes: the first secure storage, an application
processor, and a wireless interface.

24. The method of claim 23, wherein the wireless inter-
face includes a first baseband processor and a second
baseband processor that is different from the first baseband
processor, and the group further includes: the first baseband
processor and the second baseband processor.

25. The method of claim 17, wherein the activation ticket
includes a digital signature that is associated with a trusted
signatory entity, and verifying the activation ticket com-
prises verifying the digital signature.

26. The method of claim 25, wherein the trusted signatory
entity comprises an activation service associated with a
cellular network.

27. The method of claim 26, wherein the user access
control client comprises an electronic Subscriber Identity
Module (eSIM).

28. The method of claim 27, wherein the eSIM enables the
wireless device to access services provided by the cellular
network.



